OnucaHne KOHGUTrypUpoBaHUA OAHOHaNpaBsAeHHoro wa3a CTPOM-100

BBog KoHuUrypaumm B w3 CTPOM-100 npouncxoant ¢ SD—KapTbl.
KoHourypauma npegcrasnsetr coboli buHapHbIM ¢aiin ¢ pacwmpeHnem *.cfg, KoTopblit foKeH ObiTb
pacnonoxeH «B KopHe» SD—KapTbl.
AZLMUHUCTPATOP COCTABAAET KOHPUIYPALMIO B TEKCTOBOM BUAE C MCMONb30BAHMEM CKPUNTOBOTO A3bIKA.
MpeobpasoBaHMe N3 TECTOBOrO BMAA B GMHapPHbIN C paclunpeHnem *.cfg npomMssoamTca C NOMOLLLbIO YTUAUTDI
zc.exe.

TpeboBaHuA K SD-KapTe.

1. dannosana cuctema Ao0KHa bbiTb FAT32.
2. BUHapHBbIN KOHGUTYPAUMOHHbIM dann AoaKeH 6bITb C pacwmnpeHuem *.cfg
3. BWHaApHbI KOHOUTYPAUMOHHbLIN dain AoNXKEH ObiTb PACNONOKEH «B KOPHE» SD—KapTbl.

KomaHgbl CKPUNTOBOrO A3blKa.

KomMaHgb! f0NKHbI BBOAUTCS B HUXKHEM pernctpe. bonbline 6ykBbl He pacnosHatoTcA.

1. wan mac XX XX XX :1XX:1XX:1XX

MAC-agpec Ww/t03a B OTKPbITOM ceTu.

MNpumep:

wan mac 00:aa:bb:45:00:ff

3ameyaHue. CTonT n3beratb BBOAA WMPOKOBeLWaTeNbHbIX (broadcast) u rpynnosbix (multicast) MAC-agpecos
ANA UCKNIOYEHUA HEKOPPEKTHOM paboTbl B ceTH.

2. ip permit IPsrc

PaspeleHHbIl IP-agpec oTKpbITOM ceTu.

MakeTbl ¢ yKaszaHHOro IP-agpeca MoryT nocTynaTb B 3aKpbITYt0 ceTb. PaspelleHHbix IP-agpecos moxeT bbiTb
HEeCcKoNbKo. HecKonbko paspelleHHbIx |P-agpecoB 06pasyloT CNMCOK  paspelleHHbiXx |P-agpecos.
MakKkcmumanbHoe KonnyectBo IP-agpecos - 511. IP-agpeca moryT 6biTb M3 pa3HbIX NOACETEN.

MNpumep:

ip permit 192.168.1.1

ip permit 192.168.1.2

ip permit 195.0.0.1
3. route IPdst open IPdst private MACdst private

MpaBuno MapLpyTU3aLLMM B 3aKPbITOM CETH.

IP-nakeT n3 BHewHel cetn c IP-agpeca HasHauyeHuAa IPdst_open morKeT nonacTb B 3aKpbITylo ceTb C IP-
agpecom HasHayeHwus IPdst_private Ha MAC-agpec MACdst_private. MpaBun MoMKeT 6biTb HECKOJ/bKO.
HeckonbKo npasuna 06pasytoT Tabanuy mappytmsaumm. MakcMmanbHoe KoanyecTBo 3anucen B Tabauue -
511.

Mpumep:

route 192.168.1.5 10.8.0.1 00:00:00:00:00:01

route 192.168.1.6 10.8.0.1 00:00:00:00:00:02

3ameyaHue. MNakeT nonageT B 3aKPbITylO CeTb TO/IbKO B TOM ciyyae, ecnu IP-agpec UCTOYMHMKA nakeTa
NPUCYTCTBYET B CNUCKe pa3pelueHHbiX IP-agpecoB u IP-appec HasHauyeHusa npucytcTeyeT B Tabauue
MapLipyT1M3aLmu.

Mpumep KOHPUrypauum

Huxke npuseaéH npumep npoctenwwen KoHourypaumm (zcfg.txt):
# IpocTermmit Gari KoHOUTIypaluu

wan mac 00:12:12:01:02:03

# ChnmMcoxk pJocTyma

ip permit 192.168.1.2



# Tabamia MapupyTU3aluumu
route 192.168.1.5 10.8.0.1 00:00:00:00:00:01

Mpumep paboyero mecTta (COOTBETCTBYET KOHPUIypaLum, NpMBeLeHHON Bbilwe):

MK N22
MK N21
onTuyeckunii Kabenb
' ST-SC
E ka6enb UTP @
Q) CTPOM-100 MAC-agpec: 00:00:00:00:00:01

MAC-agpec: OF:AC:45:78:85:01 - IP-agpec: 10.8.0.1
IP-agpec: 192.168.1.2 Mask: 255.255.255.0

Mask: 255.255.255.0

3ameyYaHusA:

MAC-agpec NK N2l He BaxkeH.

IP-agpec MK NelaonkeH 6bITb B CNMCKe ip permit.

MAC-aapec MK Ne2 gonxKeH 6biTb B CNUCKe route.

IP-agpec MK N22 goskeH bbiTb B CMCKe route.

Mexay wno3om U npuemHbim (nepegarowmm) MK moxKeT HaxoaMTbCA aKTMBHOe obopypoBaHue
(Hanpumep, cBUTY).

vk wnN e

XapaKTepuUCTUKM ONTUYECKOoro Bbixoga watosa CTPOM-100:

- TN pasbema coegmHeHun ST;

- cTaHgapT pmsmyeckoro ypoBHa 100BASE-FX (1310 HM, mHOromoga).
B cBAA3M C 3TUM ecTb TpeboBaHUA K ONTUYECKOMY 060pya0BaHMIO:

1. Ontnyecknin Kabenb AoKeH BbITb MHOFOMOAOBbLIM C pa3bemom ST.

2. MepmMakoHBEPTOP WAWM  ONTMYECKass CeTeBas KapTa [AOJKHbl  NoAfeprkumeatb paboty ¢
MHOTOMOZOBbIM ONTUYECKMM CUTHANIOM, YKa3aHHbIX XapaKTEPUCTUK.

O6pamume eHUMaHue:

1. LWnwo3 cunTbiBaeT CKOMMNUAWPOBAHHLIN yTUAUTOM zc.exe dain (zcfg.cfg), a He TeKcToBbIN
KOHUrypaunoHHbIin dpaiin zcfg.txt.

2. SD-kapTy B wW/03e AeprKaTb He Hago, ¢dann KoHpurypauuu nocne cUYMTbIBaHUA C  KapTobl
3aMOMMHAETCA U NPUMEHAETCA AaXKe eC/IM OTKIOUYUTb NUTaHWe LWJI03a.

3. [Ana Toro, utobbl oTnpaBuTb MHbopmaumio ¢ MK Nel Ha MK No2 Heobxogumo OTNpPaBAATb
nHbopmauuto Ha IP-agpec 192.168.1.5 (06 3TOM yKasaHo B KOHPUrypaumoHHom daine B CcTpoKe route). B
wntosze npoucxoamt 3AMEHA 192.168.1.5 Ha 10.8.0.1. 3Tum obecneymBaeTcA COKPbITUE CTPYKTYPbl U
TOMONOTMM BHYTPEHHEN CceTu.

JOmarHoctuka paborocnoco6HocTu

1. Ha MK Nel c IP-agpecom 192.168.1.2 3anycTUTb yTUAUTY NPOBEPKU paboTocnocobHOCTH ceTu:

ping 192.168.1.5

2.  Ecnu BCé HacTpoeHo NpaBMAbHO, TO Ha LWKO3e ByAeT YBEIMYMBATLCA CYETUMK NMAKETOB - 3TO O3HAYAET,
YTO MaKeTbl NPOXOAAT Yepes LU/03 BO BHYTPEHHIOIO CETb.

3.  ECAM CYETYMK MAKETOB He YBENMUYMBAETCA, TO C KOHCOAM HYXHO nocmoTpeTb ARP-Tabnuuy: arp —a, B
Tabnvue A0IXKHA NPUCYTCTBOBATb 3aMUCh:

192.168.1.5 —====—————————~ 00-12-12-01-02-03,

WMEHHO A1A MOSB/EeHWUA 3TOW 3anncu HeobXoAMMO HasiMuyMe KOMaHZbl wan mac B KOHQUrypauMoHHOM
daline. Ecnv gaHHOM 3anNmMCK HET, 3HAUUT MMEETCA Kakana-To npobaema B QYHKLMOHNPOBAHUN CETH.



Komnunauyua dpainna KoHpurypauymm

Komnunsauma koHdurypaumoHHoro ¢aiiia ocyLwecTBAAETCA BXOAALLMM B KOMMJIEKT NOCTaBKM
KOMMNUNATOPOM ZC.

KomnunaTtop zc nocrasaseTca ans onepauynoHHbix cuctem (OC) Windows (Windows XP, Windows Vista,
Windows 7 n 1.4.) v Linux.

dopmart BbI3oBa ana OC Windows:

zc.exe conf.txt conf.cfg

®opwmar BerzoBa s OC Linux:
zc conf.txt conf.cfg

3aecb conf.txt — TeKCTOBbIN BXOAHON KOHUIYpaUMOHHbIN daiin, conf.cfg — ckomnuanpoBaHHbI BbIXOAHOM
6MHapHbIN KOHOUIYPaALMOHHBIM $ain, KOTOPbIN MOXKHO NOMeL,ATb Ha SD-KapTy.
Mpouecc paboTbl KOMNUAATOPA OTOOPAKAETCA B KOHCOM.

[unarHocTuka c nomoubio nporpammbl wireshark.

Becb npouecc ANarHOCTUKM MOMKHO MPOKOHTPOIMPOBATb, EC/IU HA BHYTPEHHEM U BHelHem MK ycTaHOBUTb
cHudep Ethernet-tpaduka, Hanpumep, wireshark.

BOT 4TO MOKHO YBUAETH C NoMoLLbio wireshark npu 3anycke ping 192.168.1.5

1. Mpwu 3anycke nuHros (ping 192.168.1.5) cHayana byaet nocnaH ARP-3anpoc (naket Homep 1
Ha Puc.2.)

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

B e DEXXRE| Qe T L [EB QQaQf| @¥Emi|

Filter: I j Expression... Clea p
gth

1 0.000000 Apple_df:c0:e0 Broadcast 42 who has 192.168.1.5? Tell 192.168.1.2
2 0.000046 VivoInte_01:02:03 Apple_df:c0:e0 ARP 60 192.168.1.5 is at 11:12:12:01:02:03
3 0.000064 192.168.1.2 192.168.1.5 ICMP 74 echo (ping) request id=0x0001, seq=39/9984, tt1=128
4 4.979853 192.168.1.2 192.168.1.5 ICMP 74 echo (ping) request id=0x0001, seq=40/10240, tt1=128
5 9.971732 192.168.1.2 192.168.1.5 IcMP 74 echo (ping) request id=0x0001, seq=41/10496, tt1=128
6 14.979292 192.168.1.2 192.168.1.5 Icmp 74 Echo (ping) request id=0x0001, seq=42/10752, ttl1=128
7 21.985838 192.168.1.2 2552552555255 UDP 82 source port: 64477 Destination port: sentinelsrm

® Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
= Ethernet II, Src: Apple_df:c0:e0 (00:23:df:df:c0:e0), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
# Destination: Broadcast (ff:ff:ff:ff:ff:ff)
® Source: Apple_df:c0:e0 (00:23:df:df:c0:e0)
Type: ARP (0x0806)
= Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: 6
protocol size: 4
opcode: request (1)
[Is gratuitous: False]
Sender MAC address: Apple_df:c0:e0 (00:23:df:df:c0:e0)
sender IP address: 192.168.1.2 (192.168.1.2)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 192.168.1.5 (192.168.1.5)

0000 T ff ff ff ff ff 00 23 df df cO e0 08 06 00 01  ....... SRR
0010 08 00 06 04 00 01 00 23 df df cO e0 cO a8 01 02 ....... Fiasasaaas
0020 00 00 00 00 00 00 cO a8 01 O5  ........ ..

Puc.2. ARP-3anpoc.

2. Ecau wno3 ckoHdurypmpoBsaH nNpaBuabHO, To byaeT nonydeH ARP-oTeeT (makeT Homep 2 Ha Puc.3).



File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
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Filter: I _v_] Expression... Clear  Apply
No. [Time [Source |Destinati [Protocol _[Length __linfo
1 0.000000 Broadcast ARP 42 who has 192.168.1.57 7Tell 192.168.1.2
f:cO: 192.168.1.5 2:12:01:02:

3

. 000064 = = 192.168. ICMP 74 Echo (ping) request 1d=0x0001, seqg=

9/9984, ttl=128

4 4.979853 = 192.168.1.5 ICMP 74 echo (ping) request id=0x0001, seq=40/10240, ttl1=128
5 9.971732 2 192.168.1.5 ICMP 74 echo (ping) request id=0x0001, seq=41,/10496, ttl1=128
6 14.979292 2 192.168.1.5 Icmp 74 Echo (ping) request id=0x0001, seq=42/10752, ttl1=128
7 21.985838 4 255.255.255.255 ubP 82 source port: 64477 Destination port: sentinelsrm

= Frame 2: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
= Ethernet II, Src: VvivoInte_01:02:03 (11:12:12:01:02:03), Dst: Apple_df:c0:e0 (00:23:df:df:c0:e0)
pestination: Apple_df:c0:e0 (00:23:df:df:c0:e0)
[ Source: VivoInte 01:02:03 (11:12:12:01:02:03)
Type: ARP (0x0806)
Trailer: 000000000000000000000000000000000000
= Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: reply (2)
[Is gratuitous: False]
Sender MAC address: vivoInte_01:02:03 (11:12:12:01:02:03)
sender IP address: 192.168.1.5 (192.168.1.5)
Target MAC address: Apple_df:c0:e0 (00:23:df:df:c0:e0)
Target IP address: 192.168.1.2 (192.168.1.2)

[o000 00 23 df df cO e0 11 12 12 01 02 03 08 06 00 OL
0010 08 00 06 04 00 02 11 12 12 01 02 03 cO o1 05

as
0020 00 23 df df cO e0 cO a8 01 02 00 00 OO 00 OO OO
(0020 00 00 00 00 00 00 00 00 00 00 00 00

Puc.3. ARP-oTBerT.

3. Hdanee nohayT naketbl ping npotokona ICMP (naketbl Homep 3,4,5,6 Ha Puc.4). OtBeToB,
COOTBETCTBEHHO, He ByAeT, HO MaKeTbl 3TU A0NKHbI MPOXOAUTb Yepes W03, 0 Yem ByaeT CUrHaNnM3npoBaTb
YBE/IMUYNBAOLLMIACA CHETYMK MAKETOB Ha IKpaHe LWo3a.

@HGUﬁ]EEX@&\‘R@ﬁ@?i\‘—ég\@a@ﬂiﬁ@%%\@

Filter: I :] Expression.., Clear  Apply

No. Time. [Source |Destination [Protocol _[Length _[info
1 0.000000 Apple_df:c0:e0 Broadcast ARP 42 who has 192.168.1.5? Tell 192.168.1.2
2 0.000046 vivoInte_01:02:03 Apple_df:c0:e0 ARP 60 192.168.1.5 is at 11:12:12:01:02:03
30 Echo (ping)
4 4.979853 74 echo (ping) request 0x0001, seq=40/10240, tt 28
5 9.971732 192.168.1.2 192.168.1.5 ICMP 74 echo (ping) request id=0x0001, seq=41/10496, ttl1=128
6 14.979292 192.168.1.2 192.168.1.5 ICMP 74 echo (ping) request 1id=0x0001, seq=42/10752, ttl1=128
7 21.985838 192.168.1.2 255.255.255.255 uDP 82 source port: 64477 Destination port: sentinelsrm

Frame 3: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
= Ethernet II, Src: Apple_df:c0:e0 (00:23:df:df:c0:e0), Dst: vivoInte_01:02:03 (11:12:12:01:02:03)
Destination: vivoInte_01:02:03 (11:12:12:01:02:03)
@ source: Apple_df:c0:e0 (00:23:df:df:c0:e0)
Type: IP (0x0800)

version: 4
Header length: 20 bytes
Differentiated services Field: 0x00 (DSCP Ox00: Default; ECN: Ox00: NOT-ECT (Not ECN-Capable Transport))
Total Length: 60
Identification: Ox00ca (202)
Flags: 0x00
Fragment offset: 0
Time to live: 128
Protocol: IcMP (1)
c]
Source: 192.168.1.2 (192.168.1.2)
Destination: 192.168.1.5 (192.168.1.5)
= Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0O
Checksum: 0x4d34 [correct]
Identifier (BE): 1 (0x0001)
Identifier (LE): 256 (0x0100)
Sequence number (BE): 39 (0x0027)
sequence number (LE): 9984 (0x2700)
@ Data (32 bytes)

0000 11 12 12 01 02 03 00 23 df df cO e0 08 00 45 00 .......# ...... E
0010 00 3c 00 ca 00 00 80 01 OO0 OO0 cO a8 01 02 cO a8 .<...... «c.uounn.
0020 01 05 08 00 4d 34 00 01 00 27 61 62 63 64 65 66 . "abcdef

0030 67 68 69 6a 6b 6¢c 6d 6e 6f 70 71 72 73 74 75 76 ghijklmn opgrstuv
62 63 64 65 66 67 68 69 wabcdefg hi

Puc.4. MakeTbl ping

4. Ha npuHumatowem MK Ne2 moxkHo yBuaetb npvem naketos ping. CTouT 06paTuTb BHUMAHMKE, YTO
IP-agpec HazHayeHMA B NnakeTe 3ameHuncA Ha 10.8.0. 1, a Takke MAC-agpec HasHa4YeHUA CMeHuACA



Ha 00:00:00:00:00:01 B COOTBETCTBMM C KOMAHAOM route B KOHPUrypaumoHHom daiine.
(nakeTbl Homep 1 m 3 Ha Puc.5).
File Edit Vew Go Capture Analyze Statistics Telephony Tools Help

BN BPEXEE AT LI(BE | QAQQA0N | B M % | B

Fi_Iter:l ¥  Expression... Clear Apply

Source Protocol

query 0226<00>

3 4.636978 192.168.1.2 ICMP (ping) reqguest

4 5.127464 10.8.10.5 S5 NBNS query NB NPIA30226<00>
5 5.877482 10.8.10.5 .255 NENS gquery NB NPIA30226<00>
6 6.632922 10.8.10.5 .255 NBNS query NB NPIA30226<00>
7 7.381408 10.8.10.5 255 NENS query NB NPIA30226<00>
8 8.131419 10.8.10.5 A NEBNS query NB NPIA30226<00>

o
# Frame 1 (74 bytes on wire, 74 hytes captured)
= Ethernet II, Src: Apple_df:c0:e0 (00:23:df:df:c0:e0), Dst: 00:00:00_00:00:01 (00:00:00:00:00:01)
@ Destination: 00:00:00_00:00:01 (00:00:00:00:00:01)
# Source: Apple_df:c0:e0 (00:23:df:df:c0:e0)
Type: IP (0x0800)
= Internet Protocol, Src: 192.168.1.2 (192.168.1.2), Dst: 10.8.0.1 (10.8.0.1)
version: 4
Header length: 20 bytes
@ Differentiated sServices Field: 0x00 (DSCP 0x00: pefault; ECN: 0x00)
Total Length: 60
Identification: 0x0109 (265)
# Flags: 0Ox00
Fragment offset: 0
Time to Tive: 128
Protocol: ICMP (Ox01)
# Header checksum: 0x6e05 [correct]
Source: 192.168.1.2 (192.168.1.2)
Destination: 10.8.0.1 (10.8.0.1)
= Internet Control Message Protocol
Type: 8 (Echo (ping) reguest)
Code: 0 ()
Checksum: 0x4d30 [correct]
Identifier: 0Ox0001
Sequence number: 43 (0x002h)
# Data (32 hytes)

0000 00 00 00 00 00 01 00 23 df df cO 20 08 00 45 00 ....... E.
0010 00 3¢ 01 09 00 00 80 01 6e 05 cO a8 01 02 0Oa 08 eKiane Nesoanas
0020 00 01 08 00 4d 30 00 01 00 2b 61 62 63 64 65 66 ....MO.. .+abcdef
0030 67 68 69 6a 6b 6¢c 6d 6e 6f 70 71 72 73 74 75 76 ghijkImn opgrstuv
0040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi

Puc.5.MpuHATble nakeTbl ping Ha MK Ne2.



