Onucanue KOH(PUIyprupoBaHus oJHOHANPpaBJJeHHOro nuiw3a CTPOM-1000

BBox kondurypammu B nuto3 CTPOM-1000 npoucxonut ¢ SD—kapThl.
Kondurypauuss npezacrasnsger coboit OuHapHbId (aitn ¢ pacmupenuem *.cfg,
KOTOPBIN JOJKEH OBITh PACIIONIOKEH «B KOpHE» SD —KapThl.

AJMUHHUCTpPATOP COCTaBIsET KOHPUTYPALMIO B TEKCTOBOM BHJIE C UCIOJIB30BaHUEM
CKPUIITOBOTO SI3BIKA.

[IpeoOpa3oBanne u3 TECTOBOrO BHJAA B OWHApPHBIA C pacmupeHueM *.cfg
MIPOU3BOJIUTCS C MOMOIIBIO YTUIIUTHI ZC.EXE.

TpeboBanus k SD-kaprTe.

1. daiinoBas cuctema gonkHa ObITh FAT32.

2. bunapubiii KOH(PUTYpaIIOHHBIHN (aiiil T10KEeH OBIThH ¢ pacipenueM *.cfg

3. bunapublii KOH(UTYpaMOHHBIN (DAl TOIKEH OBITh PACIIOIOKEH «B KOpHE» SD—
KapThl.

KOMaHI[BI CKpHUIITOBOI'O A3bIKA.
KOMaHIII)I AOJIDKHBI BBOJIHUTCA B HUJKHCM PCTUCTPC. bonbime 6YKBLI HC PACIIO3HAIOTC.

l.wan mac Xx:XxX:XX:!XX:!XX:!XX

MAC-agpec nuiro3a B OTKPBITON CETH.

[Ipumep:

wan mac 00:aa:bb:45:00:ff

3ameuanue. CtouT M30eraTh BBOJA MUpoOKoBemaTenbHbIX (broadcast) u rpymnmosbix
(multicast) MAC-aapecoB Ui HCKITFOUEHHSI HEKOPPEKTHON paObOThI B CETH.

2.ip permit IPsrc

Pazpemennbiii [P-agpec oTKpbITON CETH.

[Takers! ¢ ykazanHoro IP-agpeca MoryT nmocrymnares B 3aKpbITYIO CE€Th. Pa3pemeHHbIx
IP-anpecoB moxeT ObITh HecKoJIbKO. Heckombko pa3peieHnbix [P-agpecoB o0OpaszyroT
CIIUCOK pa3penieHHbIx [P-aapecoB. MakcumansHoe kosnmuectBo [P-anpecos - 511. IP-
aZipeca MOTYT OBITh U3 pPa3HbIX MOJICETEH.

[Tpumep:

ip permit 192.168.1.1

ip permit 192.168.1.2

ip permit 195.0.0.1

3. route IPdst open IPdst private MACdst private

IIpaBuiio MapmpyTH3anuu B 3aKPBITON CETH.

IP-nmaker u3 BHewmHei cetu ¢ IP-anpeca HasHauenus IPAst open MOXKET IONACThb B
3aKkpeITyl0 ceThb ¢ IP-azpecom HasHauenuss IPdst private na MAC-ampec



MACdst private. IIpaBui MoxeT ObITh HECKOIBbKO. Heckonbko nmpaBuil 006pasyor
TaOMIy MapmpyTu3anui. MakcuMallbHOE KOJIMYECTBO 3amnuceit B Tabmuie - 511.
IIpumep:

route 192.168.1.5 10.8.0.1 00:00:00:00:00:01

route 192.168.1.6 10.8.0.1 00:00:00:00:00:02

3ameyanue. TTakeT nomageT B 3aKphITYIO CETh TOJIBKO B TOM ciiydae, ecnu |P-agpec
HCTOYHMKA IMaKeTa NMPHUCYTCTBYeT B cnucke paspemeHHbix IP-aapecoB u IP-
ajipec Ha3HAYEHUsI MPUCYTCTBYET B Ta0JMle MAPIIPYTU3AIUH.

IIpumep koupurypauumn

Hwuxe npuBeaén npumMep npocreimeit konpurypauuu (zcfg.txt):

# Ipocrevmmy Ganmia KOHOUTYpaLUM

wan mac 00:12:12:01:02:03

# Cnmcok pjocTyra

ip permit 192.168.1.2

# Tabamua MapupyTU3alun

route 192.168.1.5 10.8.0.1 00:00:00:00:00:01

[Ipumep pabouero mecta (COOTBETCTBYET KOH(PUTYpaIH, IPUBEICHHOMN BBIIIIE):

MK N2
MK Ne1
onTuyeckui Kabenb

< SC-SC
E kabenb UTP Q

Qf CTPOM-1000 MAC-agpec: 00:00:00:00:00:01
MAC-agpec: OF:AC:45:78:85:01 - IP-agpec: 10.8.0.1
IP-agpec: 192.168.1.2 Mask: 255.255.255.0

Mask: 255.255.255.0

3amevarnus:

1. MAC-anpec I1K Nel He BakeH.

2. IP-anpec IIK Nel momxkeH ObITH B CIIMCKE 1p permit.

3. MAC-anpec 1K Ne2 nomxeH ObITh B CITUCKE Toute.

4. IP-aapec I1K No2 nomxkeH OBITH B CITHCKE route.

5. Mexay 1muio30M U IpueMHbIM (niepenatomuM) [TK MokeT HaXOuThCs aKTUBHOE
obopynoBanue (Hampumep, CBUTY).

XapakTepucTUKH onTuyeckoro Bbixoa nuioza CTPOM-1000:
- Tun pazpema coenqunenus: SC;
- cranaapt ¢usndeckoro ypoHs 1000BASE-SX (850 um, MHOTOMON);
- pexxuM auto negotiation BeIKITFOUEH.

B cBs13u ¢ 3TUM ecTh TpeOOBaHUS K ONTUYECKOMY 000PYI0BaHUIO:



1. Onruueckuil Kabenb TOJDKEH OBITh MHOTOMOIOBBIM ¢ pazbeMoM SC.

2. MenuakoHBEpPTOp WJIM OINTHYECKAas CeTeBas KapTa IOJDKHBI TOJICPKUBATH
paboTy C MHOTOMOJTOBBIM ONITUYECKUM CUTHAJIOM, YKa3aHHBIX XapaKTEPUCTHK.

3. Y MenuakoHBEpTepa WM ONTHYECKON CETeBOW KapPThI OJKECH ObITh OTKIIOYCH
pexxum auto negotiation.

Oopamume enumanue:

1. 1103 cYMTHIBAET CKOMIWJIMPOBAHHBIN yTUIMTON zc.exe ¢ain (zcfg.cfqg),
a HEe TeKCTOBBIN KOH(UTYpAIIMOHHBIN (aiin zcfg.txt.

2. SD-kapty B 1utto3e aepxaTh He HaJ0, (pailsl KoHUrypaluu nocie CYUThHIBaHUS
C KapThl 3alIOMUHAETCS] U IPUMEHSETCS 1ayK€ €CJIM OTKIIFOUUTh MUTAHHUE [UTI03A.

3. Jus Toro, ytoOsl oTnpaBuTh nHPopmaruio ¢ [TK Nel nHa TTK Ne2 neo6xoaumo
ornpaBnATh uH(Popmarmto Ha IP-agpec 192.168.1.5 (06 »3TOoM yKazaHo B
KoH(purypannoHHoMm (paitie B cTpoke route). B mutroze mpoucxoaut 3AMEHA
192.168.1.5 na 10.8.0.1. OTum oOecrieynBaeTCsl COKPHITUE CTPYKTYPHl U TOMOJIOTUU
BHYTPEHHEU CETH.

J{uarHocTuka padéorocnocoOHOCTH

1. Ha IIK Nel ¢ IP-ampecom 192.168.1.2 3amycTuTh YTWUIUTY HPOBEPKH
PaboOTOCTIOCOOHOCTH CETH:

ping 192.168.1.5

2. Ecnm Bc€ HAcTpoeHO MpaBUIIBHO, TO HA LUII03€ OYyJEeT YBEIMYMBATHCS CUETUUK
IIAKETOB - 3TO 03HAYAET, YTO MAKETHI IPOXOIAT Yepe3 LIII03 BO BHYTPEHHIOIO CETh.

3. Ecnun cueTurK makeToB HE YBEIIMUMUBAETCSA, TO C KOHCOJIM HY’KHO MOcMOTpeTh ARP-

TaOJNHIly: arp —a, B TaOJUIE AODKHA MPUCYTCTBOBATH 3aIUCH:
192.168.1.5 —===——————————~ 00-12-12-01-02-03,

UMEHHO JIJIsl TOSIBJICHUS ATOW 3allUCH HEOOXOAUMO HallMuuMe KOMaHIbl wan mac B
KoH(purypamronnom aiie. Eciiu maHHOW 3amvcu HET, 3HAYUT MMEETCS KakKas-TO
npoOJsieMa B GyHKIITMOHUPOBAHUHU CETH.

Komnuasinus ¢gaitiia kKoHpurypauuu

Komnusiiust KoHQUTYpaIrmOHHOTO (aiiia 0OCYIIeCTBIACTCS BXOIAIIMM B KOMITJICKT
MIOCTaBKU KOMITHJISITOPOM ZC.

Komnunsrop zc nocrasisiercs s onepanuonusix cucreM (OC) Windows (Windows
XP, Windows Vista, Windows 7 u 1.1.) 1 Linux.

®dopmart Be13oBa 111 OC Windows:

zc.exe conf.txt conf.cfg



®dopmar Be130Ba 1151 OC Linux:
zc conf.txt conf.cfg

3nech conf.txt — TtekcroBeIii BXOomHO# KoH(purypammoHHbI daitn, conf.cfg —
CKOMITMUIMPOBAHHBIM BBIXOJHOM OWHApHBIM KOH(PUTYpPAlIMOHHBIA (aiia, KOTOPBIM
MOXHO noMmeniaTh Ha SD-kapTy.

[Ipouiecc paboThI KOMIUISATOPA OTOOPAKAETCS B KOHCOJIH.

J{MarHoCTHKA ¢ MOMOIIbIO porpaMmbl wireshark.

Becp mpouecc [UarHOCTUKM MOYKHO IPOKOHTPOJIMPOBATH, €CJIM HA BHYTPEHHEM U
BHenrHeM [1K ycranoButh cHudep Ethernet-rpaduka, Hanpumep, wireshark.

BoT uTo MoxHO yBHAETH C ToMoIIIbI0 Wireshark npu 3anycke ping 192.168.1.5

1. [Tpu 3amycke nuHroB (ping 192.168.1.5) cHavana Oyaet nocian ARP-
3anpoc (maket Homep 1 Ha Puc.2.)

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BN DEXZE(AcswTEL|[BEB I QAQAAQAR (@B B % 8

Filter: I Ll Expression... Clear  Appl

No. Time Source Destination Protocol _|Length _|Info
1 0.000000 Apple_df:c0:e0 Broadcast 42 who has 192.168.1.57 Tell 192.168.1.2
2 0.000046 VivoInte_01:02:03 Apple_df:c0:e0 ARP 60 192.168.1.5 is at 11:12:12:01:02:03
3 0.000064 192.168.1.2 192.168.1.5 ICMP 74 echo (ping) request id=0x0001, seq=39/9984, ttl1=128
4 4.979853 192.168.1.2 192.168.1.5 ICMP 74 echo (ping) request id=0x0001, seq=40/10240, tt1=128
5 9.971732 192.168.1.2 192.168.1.5 ICMP 74 echo (ping) request id=0x0001, seq=41/10496, tt1=128
6 14.979292 192.168.1.2 192.168.1.5 ICMP 74 echo (ping) request id=0x0001, seq=42/10752, tt1=128
7 21.985838 192.168.1.2 255.255.255.255 UDP 82 source port: 64477 Destination port: sentinelsrm

@ Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
= Ethernet II, src: Apple_df:c0:e0 (00:23:df:df:c0:e0), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
# Destination: Broadcast (ff:ff:ff:ff:ff:ff)
® Source: Apple_df:c0:e0 (00:23:df:df:c0:e0)
Type: ARP (0x0806)
= Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: 6
protocol size: 4
opcode: request (1)
[Is gratuitous: False]
sender MAC address: Apple_df:c0:e0 (00:23:df:df:c0:e0)
Sender IP address: 192.168.1.2 (192.168.1.2)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 192.168.1.5 (192.168.1.5)

0000 f ff ff f ¥f ff 00 23 df df cO e0 08 06 00 01  ....... #0000
0010 08 00 06 04 00 01 00 23 df df cO e0 cO a8 01 02 ....... Fiscasaaas
0020 00 00 00 00 00 00 cO a8 01 05  ........ ..

Puc.2. ARP-3amnpoc.

2. Ecnu nutr03 ckoH(GUTypupoBaH MpaBWibHO, TO Oyaer monydeH ARP-otBer (maker
HoMep 2 Ha Puc.3).



File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BEoed CEXEE| AesnTa(BE QA @Bk B

Filter: I _v_] Expression... Clear  Apply
No. [Time [Source |Destinati [Protocol _[Length __linfo
1 0.000000 Broadcast ARP 42 who has 192.168.1.57 7Tell 192.168.1.2
f:cO: 192.168.1.5 2:12:01:02:

3

. 000064 = = 192.168. ICMP 74 Echo (ping) request 1d=0x0001, seqg=

9/9984, ttl=128

4 4.979853 = 192.168.1.5 ICMP 74 echo (ping) request id=0x0001, seq=40/10240, ttl1=128
5 9.971732 2 192.168.1.5 ICMP 74 echo (ping) request id=0x0001, seq=41,/10496, ttl1=128
6 14.979292 2 192.168.1.5 Icmp 74 Echo (ping) request id=0x0001, seq=42/10752, ttl1=128
7 21.985838 4 255.255.255.255 ubP 82 source port: 64477 Destination port: sentinelsrm

= Frame 2: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
= Ethernet II, Src: VvivoInte_01:02:03 (11:12:12:01:02:03), Dst: Apple_df:c0:e0 (00:23:df:df:c0:e0)
pestination: Apple_df:c0:e0 (00:23:df:df:c0:e0)
Source: VivoInte _01:02:03 (11:12:12:01:02:03)
Type: ARP (0x0806)
Trailer: 000000000000000000000000000000000000
= Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: reply (2)
[Is gratuitous: False]
Sender MAC address: vivoInte_01:02:03 (11:12:12:01:02:03)
sender IP address: 192.168.1.5 (192.168.1.5)
Target MAC address: Apple_df:c0:e0 (00:23:df:df:c0:e0)
Target IP address: 192.168.1.2 (192.168.1.2)

[o000 00 23 df df cO e0 11 12 12 01 02 03 08 06 00 OL
0010 08 00 06 04 00 02 11 12 12 01 02 03 cO o1 05

as
0020 00 23 df df cO e0 cO a8 01 02 00 00 OO 00 OO OO
(0020 00 00 00 00 00 00 00 00 00 00 00 00

Puc.3. ARP-otBeT.

3.Janee movayt naketsl ping mporokoia ICMP (makerst Homep 3,4,5,6 Ha Puc.4).
OTBETOB, COOTBETCTBEHHO, HE OYI€T, HO MAKEThI 3TU TOKHBI TPOXOAUTH Uepe3 I3,
0 4yeM OyJIeT CUTHATM3UPOBATh YBETUYMBAIOIINNICS CUETYMK MTAKETOB HA SKpaHe IUTI03a.

Buoed BEXZELE| Ae*»2aTL|[EE QA | #DM x|

Filter: | j Expvesson IC el Aol
No. Time [source |Destination [Protocol_[Length _{info
1 0.000000 Apple_df:c0:e0 Broadcast ARP 42 who has 192.168.1.57 Tell 192.168.1.2
2 0.000046 vivoInte_01:02:03 Apple_df:c0:e0 ARP 60 192.168.1.5 is at 11:12:12:01:02:03
30 168 2 AZS) 4 echo (ping)
4 4.979853 192.168 (ping) request
5 9.971732 192.168.1.2 192.168.1.5 ICMP 74 echo (ping) request id=0x0001, seq=41/10496, tt
6 14.979292 192.168.1.2 192.168.1.5 ICMP 74 echo (ping) request id=0x0001, seq=42/10752, ttl=128
7 21.985838 192.168.1.2 255.255.255.255 uDP 82 source port: 64477 Destination port: sentinelsrm

Frame 3: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
= Ethernet II, Src: Apple_df:c0:e0 (00:23:df:df:c0:e0), Dst: vivoInte_01:02:03 (11:12:12:01:02:03)
Destination: VvivoInte_01:02:03 (11:1 :01:02:03)
source: Apple_df:c0:e0 (00:23:df:df:c0:e0)

Type: IP (0x0800)

version: 4
Header length: 20 bytes
@ Differentiated services Field: 0x00 (DscP 0x00: pefault; ECN: 0x00: NOT-ECT (Not ECN-Capable Transport))
Total Length: 60
Identification: 0x00ca (202)
# Flags: 0x00
Fragment offset: 0
Time to Tive: 128
Protocol: ICMP (1)
Source: 192.168.1.2 (192.168.1.2)
Destination: 192.168.1.5 (192.168.1.5)
= Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0x4d34 [correct]
Identifier (BE): 1 (0Ox0001)
Identifier (LE): 256 (0x0100)
sequence number (BE): 39 (0x0027)
sequence number (LE): 9984 (0x2700)
pata (32 bytes)

cO e0 08 00 45 00 e
0010 00 3c 00 ca 00 00 80 01 0O 00 cO a8 01 02 cO a8 <. an eimmaieieat
0020 01 05 08 00 4d 34 00 01 00 27 61 62 63 64 65 66 ....M4.. .'abcdef
0030 67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76 ghijklmn opgrstuv
0040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi

Puc.4. ITakeTsl ping



4. Ha npunumaromeM I1K Ne2 moxHO yBHAeTh mpuem naketoB ping. Crout
oOpatuth BHUMaHue, uyto I[P-azpec Ha3HaueHuss B mMakeTe 3aMEHUJICS Ha
10.8.0.1, a TaKXe MAC-aapec Ha3HAYCHUA CMECHUJICA Ha
00:00:00:00:00:01 B COOTBETCTBMM C KOMaHjou route B
KoHuUrypanronHom (aiine. (makersl HoMep 1 u 3 Ha Puc.5).

File Edit View Go Capture Analyze Statistics Telephony Tools Help

aaammeaxealq@@@?&.‘.\EB\@@\@\|am«;s@|»"

Filter: I ¥  Expression... Clear Apply

Mo, - Time Source Destination Protocol Info
2 4.379716 10.8.10.5 10.8.10.255 NBENS Name guery NB NPIA3Z0226<00>
3 4.636978 192.168.1.2 10.8.0.1 ICMP Echo (ping) reguest
4 5.127464 10.8.10.5 10.8.10.255 NBNS Name gquery NB NPIA30226<00>
5 5.877482 10.8.10.5 10.8.10.255 NENS Name guery NB NPIA30226<00>
6 6.632922 10.8.10.5 10.8.10.255 NENS Mame gquery NB NPIA30226<00>
7 7.381408 10.8.10.5 10.8.10.255 NENS Name guery NE NPIA30226<00>
8 8.131419 10.8.10.5 10.8.10.255 NBNS Name query NB NPIA30226<00>

Kl
# Frame 1 (74 hytes on wire, 74 bytes captured)
= Ethernet II, Src: Apple_df:c0:e0 (00:23:df:df:c0:20), Dst: 00:00:00_00:00:01 (00:00:00:00:00:01)
# Destination: 00:00:00_00:00:01 (00:00:00:00:00:01)
# source: Apple_df:c0:e0 (00:23:df:df:c0:e0)
Type: IP (0x0800)
= Internet Protocol, Src: 192.168.1.2 (192.168.1.2), Dst: 10.8.0.1 (10.8.0.1)
version: 4
Header length: 20 bytes
# Differentiated services Field: 0x00 (DSCP 0x00: pefault; ECN: 0x00)
Total Length: 60
Identification: 0x0109 (265)
# Flags: 0x00
Fragment offset: 0
Time to live: 128
Protocol: ICMP (0x01)
# Header checksum: 0x6e05 [correct]
Source: 192.168.1.2 (152.168.1.2)
pestination: 10.8.0.1 (10.8.0.1)
= Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0 ()
Checksum: 0x4d30 [correct]
Identifier: 0x0001
sequence number: 43 (0x002h)
® Data (32 hytes)

0000 00 00 00 00 00 01 00 23 df df cO 20 08 00 45 00  ....... e E.
0010 00 3c 01 09 00 00 80 01 6e 05 cO a8 01 02 0Oa 08 o Cersiainiene At
0020 00 01 08 00 4d 30 00 01 00 2b 61 62 63 64 65 66 ....MO.. .+abcdef
0030 67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76 ghijkImn opgrstuv
0040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi

Puc.5.1Tpunsteie nakeTsl ping Ha [TK No2.



